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Synopsis

The Computer Forensic Series by EC-Council provides the knowledge and skills to identify, track,
and prosecute the cyber-criminal. The series is comprised of four books covering a broad base of
topics in Computer Hacking Forensic Investigation, designed to expose the reader to the process of
detecting attacks and collecting evidence in a forensically sound manner with the intent to report
crime and prevent future attacks. Learners are introduced to advanced techniques in computer
investigation and analysis with interest in generating potential legal evidence. In full, this and the
other three books provide preparation to identify evidence in computer related crime and abuse
cases as well as track the intrusive hacker’s path through a client system. The series and
accompanying labs help prepare the security student or professional to profile an intruder’s footprint
and gather all necessary information and evidence to support prosecution in a court of law. File and
Operating Systems, Wireless Networks, and Storage provides a basic understanding of file
systems, storage and digital media devices. Boot processes, Windows and Linux Forensics and

application of password crackers are all discussed.
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screen shots offer visualization and clarification of important tools and tactics used by hackers.
What If? cases present short scenarios followed by questions that challenge you to arrive at a
solution. State-of-the-art tools of the forensic trade are highlighted, including software, hardware
and specialized techniques. You will investigate network traffic, wireless attacks, web attacks,

DoS attacks, internet crimes, e-mail crimes, corporate espionage, copyright infringement and more!
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organized and efficient. MindTap gives you the study tools to master the material.

The International Council of E-Commerce Consultants (EC-Council) is a member-based
organization that certifies individuals in various e-business and security skills. It is the owner and
developer of the world famous Certified Ethical Hacker course, Computer Hacking Forensics
Investigator program, License Penetration Tester program and various other programs offered in
over 60 countries around the globe. These certifications are recognized worldwide and have
received endorsements from various government agencies including the US Federal Government
via the Montgomery Gl Bill, and the US Government National Security Agency (NSA) and the
Committee on National Security Systems (CNSS) certifying EC-Council Network Security
Administrator (ENSA) program for meeting the 4011 training standard for information security
professionals.
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